Creating a CDX account
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N et D M R Welcome to the NetDMR 2017 Upgrade registration page. To sign in,
g Network Discharge lease use your Central Data Exchange (CDX) User ID and Password If
= il Monitoring Report p ¥ i g ; i 3
e — CD e you are already a registered NetDMR user with or without a current CDX
account, check for an email from netdmr-notific ation@epa.gov with

instructions on how to complete the CDX regisiration for NetDMR users. If
you did not receive an email or could NOT complete the process using the
link provided in the email, you will need fo create a new CDX account
unless you already have a CDX account. If you already have a CDX
account, please add the appropriate NetDMR program service(s).

Signin

¥ = required

UserID #
Password #

Forgot username?

Forgot password?

1. Go to https://netdmr.epa.gov
2. Click Create a New Account
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Metwork Discharge h

Maonitoring Report
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CDXs
Create a New Account # = required
Select State Agency or EPA Region and User Type v

State Agency or EPA Region #

| NetDMR: NYSDEC v

User Type #*

| Select.

Regulated Community
Data Provider
Permittee (no signature)
Permittee (signature}
Regulatory Authority

Internal User

! Creating a new C...
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3. Select NetDMR:NYSDEC under “State Agency or EPA Region”.
4. Select a User Type from the table below. Click Next
o Permittee (signature) users will be required to authenticate (either LexisNexis or
Paper) later in the process

CDX User Type Who Definition

Data Provider Lab, Contractor or 3™ Party Affiliate | Authorized to view and edit DMRs. Not
able to Sign and Submit DMRs.

Permittee (no signature) Facility Personal Authorized to view and edit DMRs. Not
able to Sign and Submit DMRs.

Permittee (signature) Facility Personal Authorized to view, edit, sign and submit
DMRs.

Internal User Regulatory Authority — EPA/State A Regulatory Authority staff member.

Agency Personal only Approves NetDMR Signatory role only.
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Create a New Account s

Select State Agency or EPA Region and User Type A
Personal Information v
Title #*

"

First Name #

m

Middle Initial
Last Name #*

Suffix

Select.. B

Job Title * &
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Electronic Signature Setup -~
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5. Enter Personal Information. Click Next
o Use your legal First Name and Last Name (e.g. Robert instead of Bob)
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Create a New Account * = required
Select State Agency or EPA Region and User Type -~
Personal Information -~
Create a User ID and Password »
UserID #* Password # Verify Password #

eesesssene sesssssene

m

[[] show password

These guesuons win pe used 1o reset your password:

Question 1 % Answer 1 # @
What was your childhood nickname? E| nickname
Question 2 #* Answer 2 #*
What street did you live on in third grade? E| grade
Question 3 % Answer 3 *
In what city does your nearest sibling live? E| live

Show answers

| £ Agree to the Terms and Conditions
- R E

= TndopM |
/2017
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6. Create a User ID and Password
o Password must be unique; be at least 8 characters; contain a number; contain at
least one capital letter
7. Select and Answer 3 security questions.
o These security questions are used to help manage your CDX user account and are
case sensitive.
8. Agree to the Terms and Conditions. Click Next

(Permittee (no signature) & Data Providers skip to Step 10)
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Create a New Account # = required 1
Select State Agency or EPA Region and User Type ~

Personal Information
Create a User ID and Password

Electronic Signature Setup

These questions will be used for signing your document electronically:

Question 1 % Answer1 * @
Who is your favorite author? E| author
Question 2 % Answer 2 ¥ =
VWhat is your favorite pet's name? E| name
Question 3 #* Answer 3 #
Where did you graduate from high school? E| school
Question 4 #* Answer 4 #
What is your favorite song? E| song
Question 5 * Answer 5 #*
What is your favorite book? E| ‘ book

Show answers
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9. For Permittee (Signature) users only— Select and answer 5 additional security questions.
Click Next
o These security questions will be used when signing/submitting DMRs and are
case sensitive.
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Create a New Account P—
Select State Agency or EPA Region and User Type Lad
Personal Information ~
Create a User ID and Password A~
Electronic Signature Setup -~

v

Organization Information

Search your organization by one or more of the following criteria:
Organization Name #

New York

Mailing Address (line 1)

Mailing Address (line 2)

City State # Zip/Postal Code

{ New York -

J NetDMR C..

10. Enter your Organization Information. Click Find
o If your organization can not be found, it must be added in step 12.
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. N et D M R New Account ID Proofing Submission
o Network Discharge h
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Create a New Account PRE——

Select State Agency or EPA Region and User Type ~
Personal Information ~
Create a User ID and Password ~
Electronic Signature Setup -~

-

Organization Information

New York State Department of Environmental Conservation
625 Broadway

Albany, NY 12233-3506

us

Wrong organization information? Back to search results OFIquUES! that we add your organization.

11. If your organization is found click Next (skip to Step 14).
12. If you can’t find your organization, you need to add it. Click request that we add your

organization.



Organization Name #

[ ]

This field is required

Mailing Address (line 1) #

[ ]

This field is required

Mailing Address (line 2)

city * State #

[ | e

This field is required

Zip/Postal Code # Country #

| unITED STATES

This field is required

Phone Number # Extension

[ ]

This field is required

Email #*

[ ]

This field is required

Re-enter Email #

13. Fill in all fields with an asterisk. Click Continue.

m
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Create a New Account

Select State Agency or EPA Region and User Type
Personal Information

Create a User ID and Password

Electronic Signature Setup

Organization Information

Contact Information

#* = required

m

To. Veger, Steve [DEC)

Phone Number # Extension
Email #
) 1
Re-enter Email *
Send Verification Code

Verification Code #
| a01742fe-ab00-40ed-8bb7-a4313607cfc0 \/|

2

Register | Continue

B helpdesk@epacdx.net

| Core Registration Email Verification Request

You are requesting an account with the EPA Central Data Exchange (CDX). You will be able to add additional Program Services, including the NPDES
<Reporting Tool (NeT), to meet any additional obligations that require electronic reporting to EPA

In arder to complete your registration and begin using the system, you will need to confizm your account by entering the following code in the registration
form you are currently editing:

a91742fe-ab0-40ed-5bb7-24313607cfc0

Once you confirm your account using the code above, you may be required to provide additional information. Any additional mformation will need to be
completed before you are able to access your Program Service. Please do not respond to this message. [f vou have questions concemang this requast, you
may contact us by email at helodesk/@epacdx net or by calling the CDX Technical Support Staff through our toll free telephone support on 885-890-1995
between Monday through Frnday from 8:00 am to 600 pm ESTEDT. For Intemational callers, the CDX Help Desk can also be reached at (970) 494-5500.

Smeerely
€DX Help Desk

United States Environmental Protection Agency - Central Data Exchange

0 % Inbox- stev...

g Create CDX...

P J NetDMR C...

14. Enter Contact Information

1
2

Click Send Verification Code.
An email with a verification code will be sent to the email entered. After

receiving the email, copy the verification code and paste it into the verification
code field. A green check mark will appear letting you know you entered a valid
code. Click Register.

At this stage, Permittee (no signature), Data Providers, and Internal Users are finished creating
their CDX account. Permittee (signature) will need to continue to authenticate.
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Success!

You have completed core CDX account registration. Click Continue fo proceed.
Depending on your NeiDMR role, you may be asked to complete dentity Proofing before
your role is activated.

Continue

7
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Click on Continue to complete Identity Proofing for signatories only.
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United States

Environmental Protection Home Resources -
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CIIlULy ™ UIIT #* = required

Identity Verification

Would you like to perform electronic Identity Proofing?

YES

Electronic Identity Proofing
The following information will be used for identity proofing. it will not be stored.

Home Mailing Address (line 1) %

Home Mailing Address (line 2)

City # state *| newyork Zip/Postal Code %

Date of Birth #
SSN Last 4 #* Pheone Number

[Tl show SSN digits

¥ | agree to the Electronic Signature Agreement

Verify and Sign

1:47 PM
5/23/2017
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15. For Permittee (Signature) users only— You will need to be authenticated via an
Electronic Signature Agreement (ESA). You will be given the choice to authenticate
electronically (online) or by paper.

1. If you choose paper, click in the white box under “Would you like to perform
electronic ldentity Proofing?” and the Signature Agreement will appear. Print,
sign, and mail it to the address on the Signature Agreement.

2. If you choose to authenticate electronically, fill in the required fields (those
marked with asterisk (*) with your actual home personal information.

1. The data entered on this screen is not stored. It is used for authentication
purposes only, then it is discarded. The data cannot be retrieved.

2. If you failed electronic authentication, you will be required to submit a
paper Signature Agreement.

3. Complete electronic signature of the ESA by providing your CDX
Password, the answer to one of your security question, then click
the Verify Sign button.



At this stage, the Permittee (signature) has completed their CDX account creation. All

regulated Community users will need to add the NetDMR service for their respective SPDES IDs
to obtain the DMRs. Permittee (Signatory) users will need to apply for the Signatory Role to be
approved to sign and submit DMR forms.
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Home About Recent Announcements Terms and Conditions FAQ Help

& ContactUs

CDXLT Central Data Exchange Logged in as SEVOGLER@GW.DEC.STATE.NY.US (Log ouf

‘ Iﬂbox‘ ‘ My Profile | | Submission History

Services CDX Service Availability

Status ¥ Program Service Name ¥ Role >

& NDMR-NY: NetDMR: NYSDEQ] Permittee (signature}
News and Updates
No news/updates.

' Manage Your Program Services

CDX Help Desk: 888-890-1995 | (970) 494-5500 for International callers

EPA Home | Privacy and Security Notice | Accessibility About CDX | Frequently Asked Questions | Terms and Conditions | Contact Us
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To access NetDMR, link your permit(s) and fill out your Signatory Agreement (if needed), click
on the Role hyperlink next to “NetDMR:NYSDEC”. On the next screen click on Continue to
NetDMR.
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Nlet DMR NYSDEC

Network Discharge
Monitoring Report

Manage Search Unscheduled DMRs Import DMRs Update NODI View Download
Access Requests All DMRs & CORs Unscheduled DMRs Perform Import Check Results Permits Blank DMR Form
Permits Check Results Users
Users DMR Signing Status

= Request Access to Permits and Associated DMRs

Enter the ID for the permit whose DMRs you would like to access and click the Update butten to see the roles that you can request.
Repeat this process for each permit you would like to request access to. You can make one or more access requests from this page.

Only users with the Permittee (signature) role in CDX can request Signatory roles.

Permit ID: 2 | NY0028240 |

Role: 4 Select One
Select One jso automatically be given the
View Roles.

Signatory

View

= Access Requl

A summary of the curr

Permit ID

Ho Permits found

22008 NetDMR

E" " CDX New User

Link your SPDES permit to your account

1. Click on request access,

2. Type in your permit number

3. Click Update

4. Select a role type from the dropdown menu
5. Click Add Request.
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Home | My Account | Request Access | Help | Logout @ User:sevogler3D@gmail.com, Permittee User
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NetD,
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Search Unscheduled DMRs Import DMRs Update NODI Download
All DMRs & CORs Unscheduled DMRs Perform Import Check Results Blank DMR Form B Geccion Lockout Timer: 29:56
Check Results

= Request Access to Permits and Associated DMRs
Enter the 1D for the permit whose DMRs you would like to access and click the Update buttan ta see the roles that you can request.
Repeat this process for each permit you would like to request access to. You can make one or more access requests from this page.

Permit ID: |nvTESTO1S 1 | Update

Role: Select One ¥
Note: Permit Administrator Role comes with the Signatory Role
requested for a Permit.

| Add Request |

« Access Requests

A summary of the current access reguests is presented below.

Permit 1D Requested Role Remove Access
Request

WYTESTO15  Signatory
#

©2008 NetDMR

O % Tnbox - steve. | E i Login to NetDMR ... | (O Request Access5...

To request access to more permits, repeat the steps on previous page. Once all permits are linked
to your account, click Submit. If you are not requesting a signatory role, you are finished with
the process. The permit administrator in your organization will need to approve your role as a
Permittee (non-signatory) or Data Provider.
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Manage
Access Requests

Search

All DMRs & CORs Unscheduled DMRs

Permits
Users

NetDMR

Network Discharge
Monitoring Report

Perform Import Check Results

Check Results

Unscheduled DMRs ‘ Import DMRs ‘ Update NODI

< Additional Information Required

Please provide additional information associated with the Signatory role.

Permit ID

Role

Information

NY0006734 Signatory

NYSDEC

Permits Blank DMR Form
Users

View Download
DMR Signing Status

What is your employer's relationship to the facility or facilities?*:

@ 1 have the authority to enter into this Agreement for the Permittee under the applicable standards.

@ I am authorized by the person below who does have the authority to enter into this Agreement for the Permittee under the applicable standards.

The following fields are required.

Responsible Official Name:

Responsible Official Title:

Responsible Official Phone Mumber:

Responsible Official Email Address:

1

3 |_submit ]| Cancel

©2008 NetDMR
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For Permittee (Signatory) —

1. Choose “Facility” from the drop-down for “What is your employer’s relationship to the
facility or facilities?”.

2. If you are the owner of the facility or in a title that lets you self-authorize (Responsible
Official) choose the first radio button. If you are being authorized (Duly Authorized
Representative) by the owner or their approved designee, choose the second radio button
and enter the owner’s or their designee’s information.

3. Click Submit
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Network Discharge
Monitoring Report

Manage Search Unscheduled DMRs Import DMRs Update NODI View Download

Access Requests All DMRs & CORs Unscheduled DMRs Perform Import Check Results Permits Blank DMR Farm o
Permits Check Results Users
Users DMR Signing Status

Session Lockout Timer:

< Confirm Access Requests to a Permit and Associated DMRs

The table below contains the access requests that you have entered.

Permit 1D Role iti Information

NY0006734  Signatory What is your employer's relationship to the facility or facilities?™: Facility | -

I have the authority to enter into this Agreement for the Permittee under the applicable standards.

@ 1 am authorized by the persan below who does have the authority to enter into this Agreement for the Permittee under the applicable standards.
The following fields are required.

Responsible Official Name:
Responsible Official Title:
Responsible Official Phone Number:

Responsible Official Email Address:

Sign via Paper ][ Sign Electronically I { Cancel ]

©2008 NetDMR
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The subscriber can be signed and submitted either via paper or electronically. If the
agreement is signed electronically the Responsible Official needs to have a CDX account
so that they can approve the Duly Authorized Representative. Choose the appropriate
method of signing.
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Generated On: 2017-10-23 14:43:33.0
Account Reference: 17538
I
NetDMR Subscriber Agreement Instructions Page
This form can be used for permits issued by: NYSDEC, hereafter referred to as "the Regulatory
Authority".
A. Signatory Authority Information
The Signatory Authority 1s the individual that intends to sign DMRs and signs this Subscriber
Agreement in Section E.
User Name:
Subscriber Name:
Organization:
Email Address:
Phone Number:
B. Permit Information
Signing privileges are requested for the following permits:

To submit via paper, click the Print button. Both the Responsible Official and the Duly

Authorized Representative sign the paper agreement and send it to the address listed in
the agreement.
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N et DMR NYSDEC

Network Discharge
Monitoring Report

Manage Search Unscheduled DMRs Import DMRs Update NODI View Download
Access Requests All DMRs & CORs Unscheduled DMRs Perform Import Check Results Permits Blank DMR Form
Permits Check Results Users
DMR Signing Status

™ Session L

i Please sign the Subscriber Agreement(s) by dlicking the 'Sign Electronically’ button below.

i If you are a Responsible Official, your request will be sent directly to the Regulatery Authority via email. If you are
i\ a3 Duly Authorized Representative, your Responsible Official must access NetDMR to approve your request before
i itis sent to the Regulatory Authaority.

i Your status will be Pending until your request is approved by the Regulatory Authority. Thank vou for choosing to
._sign vour Subscriber Agreement electronically

0 Sign Electronically ][ Cancel ]

Agency: NYSDEC

Subscriber Agreement Number: 4659c9¢3-ee33-408a-82¢1-2363af0d8d6d
Generated On- 2017-10-23 13:05:17.0

Account Reference: I7558

NetDMR Subscriber Agreement Instructions Page
This form can be used for permits issued by: NYSDEC, hereafter referred to as "the Regulatory
Authority”'.

A. Signatory Authority Information

The Signatory Authority is the individual that intends to sign DMRs and signs this Subscriber
Agreement in Section E.

User Name:
Subscriber Name:
Organization:
Email Address:
Phone Number:

- = ; -
Oilnhc\.\: - stew... ! Creatinga... | [l Albany area... Wa Creating a ...

To sign electronically click the Sign Electronically button.
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Monitoring Report
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Manage Search Unscheduled DMRs Import DMRs Update NODI View Download

Access Reguests All DMRs & CORs Unscheduled DMRs Perform Import Check Results Permits Blank DMR Form w
Permits Check Results Users
Users DMR Signing Status

Session Lodl

eSignature Authorization

1. Authenticate

Login to CDX

User:

Password:

©2008 NetDMR
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Enter your CDX password and click Login.
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NetDMR

Network Discharge
Monitoring Report

Manage Search Unscheduled DMRs
Access Reguests All DMRs & CORs Unscheduled DMRs
Permits
Users

eSignature Authorization

1. Authenticate 2. Verify

Login to CDX

u o
= Question:
who is your favorite author?

Password:
Answer:

(0 @ | https://netdmrtest.epacdx.net/netdmr-web/protected/signElectronically. htmexecution=e3s2

¢ || Q Search

é UseriBUDDHAGZ, Permittee User

NYSDEC

Import DMRs Update NODI
Perform Import Check Results
Check Results

View

Permits

Users

DMR Signing Status

Download
Blank DMR Form

wiBe ¥ & 9

w

Session Lodl

©2008 NetDMR

Answer the security question and click Answer.
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Home | My Account | Request Access | Help | Logout

NetDMR

Network Discharge
Monitoring Report

Manage Search Unscheduled DMRs
Access Reguests All DMRs & CORs Unscheduled DMRs
Permits
Users

eSignature Authorization

1. Authenticate 2. Verify

Login to CDX

(0 @ | https://netdmrtest.epacdx.net/netdmr-web/protected/signElectronically. htmexecution=e3s3

E1 & ||Q search wBe ¥ & O

é UseriBUDDHAGZ, Permittee User

Import DMRs Update NODI
Perform Import Check Results
Check Results

User:
ser Question:

who is your favorite author?

Password:
Answer:

author

NYSDEC

View Download

Permits Blank DMR Form B Secsion Lod
Users

DMR Signing Status

©2008 NetDMR

Click Sign.
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@ UseriBUDDHAG2, Permittee User

NYSDEC

Home | My Account | Request Access | Help | Logout

NetDMR

Network Discharge
Monitoring Report

Manage Search Unscheduled DMRs Import DMRs Update NODI View Download

Access Requests All DMRs & CORs Unscheduled DMRs Perform Import Check Results Permits Blank DMR Form
Permits Check Results Users
Users DMR Signing Status

= Request Access to a Permit and Associated DMRs

H ’/ Signing of the Subscriber Agreement(s) was successful.
i Your access request(s) have been submitted for approval.

E2008 NetDMR
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A message confirming successful submittal will display.



